


Lottery Security  
“The Backbone of the Lottery” 
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Licensing & Internal Audit 

Licensing  

• Background Checks 
– State & Federal 

• Suspend License 

• Shut Down Retailer 

Internal Audit 

• Any Request 

• End of Game Audits 

• Powerball Audit Reports 

 



Legal & Human Resources 

Legal 

• Law 

• Prosecutors 

• Rules 

• Interpret 

• Winner Defined 

Human Resources 

• Employee Background 
Checks 

• Separation of Employment 



Legislative Liaison / Press Relations 

• Winners 

• Civic Talks 
– Rotary, etc. 

• Press Questions 

• Theft / Fraud Cases 

• Capitol / Legislature 



Product & Treasury 

Product   

• 2nd Chance Drawings 
– Validate 3 Winners 

• Page Turns 

• Security Concerns 

• 2 Live Test Tickets 

Treasury 

• Sweep 
– Problems 

• Claims 
– Approve 

• Offset 
– Security Problems 

• Ticket Fakes 

• Reconstructs 
– Previously Paid 



Example:  Ticket Fake 



Example:  Ticket Fake & 
Reconstruct 





Ticket Reconstructs 



Sales 

• Regional Sales Managers 
– Marketing Sales Representatives 

• End of Game Audits 
• Hotline 
• TVM Site Security 

– Minor Play 
• Mistakes / Questions 
• Problems / Theft 
• Pack Problems 

– Pack Status Change 



Status Definition 
Available – Virgin Full Packs in warehouse inventory.  – Not Cashable 
In Transit Packs that have been processed by pick’n’pack and designated to a 

specific retailer.         – Not Cashable 
Received Packs received by a retailer but not activated.  – Not Cashable 
Activated Packs activated for sale by retailer.  Can only be done through assigned 

terminal or security.  – Cashable 
Settled Packs that have been activated for 28 days or 75% of the low tier prizes 

have been paid.       – Cashable 
Stolen Packs reported stolen.  If found unopened, can be returned to system.  – 

Not Cashable 
Missing Packs reported missing.  If found unopened, can be returned to system.  – 

Not Cashable 
MSR-Trunk Full packs transferred to MSR for distribution to another retailer.  Seal on 

pack cannot be broken.  First retailer receives credit if pack settled.  – Not 
Cashable 

Available-Returned Full packs transferred for distribution.  Seal on pack cannot be broken.  
Retailer receives credit if pack settled.  – Not Cashable 

Partial Unsold Partial packs transferred to MSR.  Retailer receives credit for returned 
tickets.                    – Not Cashable 

Omitted by Lottery Voided for use in testing.  – Not Cashable 
Omitted by Vendor Voided by vendor and not shipped to ASL.  – Not Cashable 
Destroyed Games purged after EOG audit.  – Not Cashable 
Defective Used for problem games.  – Not Cashable 
Not Available-Fully Unsold Full packs transferred to MSR at EOG and virgin packs transferred to this 

status during EOG audit.  – Not Cashable 
Voided by Security Voided by Security to be returned to the warehouse.  – Not Cashable 

Allocated to Shipment Set by System.  – Not Cashable 



IT Gaming 

• ICS / Firewalls 

• User Interface for Winning Numbers 

• TVM’s 

• Trouble Shooting 

• Lock Downs 
– Secure Data Center 

• Special Reports 
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*14 packs of game 
87 Activated in       
2 days. 

*17 packs of game 
87 Settled in the 
same 2 days. 

*Pack 129519 
Settled the same 
day it was Activated. 



Example:  
Attempted 
Validation of 
Non Winning 
Tickets 



Vendors:  Scientific Games & 
Intralot 

Intralot 
• ICS Cage 

• TVM Problems 

• Ticket Stock 
– Receipt & Destruction 

• BOS 
– Security Matrix 

– Access 

• Firewalls 

• IT Security 

• Ineligible Players 

• MUSL 
– Rules to Follow 

Scientific Games 
• Receive Shipments at 

Warehouse 

• Warehouse Pack Status 
Changes 

• Security Cage at Warehouse 

• End of Game Audits 

• Void Tickets & Ticket 
Destruction 
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Lottery Security: External Contact 
Lottery Security 

Public 

Players 

Hotline Q & A 

Problems:  Tickets 
/ Retailers 

Game Questions 

EX: Crossword, 
Poker, Previously 

Paid 

Complaints about 
Retailers 

Police 

Prosecutors 

Assist on Case 
Work 

Meet with 
Prosecutor 

Testify in Court 

Seek Restitution 

Training: 

ALETA, LETA, 
Individual 

Departments 

Security Hotline 

Daily Calls 

Avg 10/day 

Transferred to 
ILot nights and 

weekends 

Calls transferred 
from main line to 

hotline 

Building Security 

Claims Centers 

Advent Contract 

Cameras 

Biometric 
Scanners 

Alarms 

Data Center 



Public / Players 

• Security Hotline Q & A 

• Complaints About 
Retailers 

• Problems: 
– Tickets, Retailers, etc. 

• Game Questions 
– Crossword, WPT, 

Previously Paid 



If a ticket has been 
previously paid, this 
is the receipt a 
retailer gets when 
they scan the ticket. 

Previously Paid 





Police & Prosecutors 

• Assist on Case Work 

• Meet with Prosecutor 

• Testify in Court 

• Seek Restitution 

• Training 
– ALETA, LETA-Black River Technical College, 

Individual Departments 



Cases & Restitution 
Cases 

• Since Start Up: 780 Total  
Avg.  7 per week 
– Complaints :  681 

– Compliance :  28 

– Incidents :  71 

Restitution 

• Since Start Up 
– $10,458.50 Received by ASL 

11-252, Jam Mart in Fort Smith 
-Paris PD working case 
-Store Manager stole $72,209 
-Daughter cashed in $50,000 
winning ticket 
-Case is pending 

11-242, Tobacco World of 
Gravel Ridge in Jacksonville 
-Jacksonville PD working case 
-Store Manager stole $158,372 
that can be documented 
  $58,725 due to ASL 
  $99,647 due to store 
-Case is pending 



Security Hotline & Building Security 

Security Hotline 

• Daily Calls 
– Average 10 per day 

• Transferred to ILot nights 
and weekends 

• Take calls transferred from 
Main Line to Security 
Hotline 

 

Building Security 

• Claims Centers 
– Little Rock, Camden, 

Springdale, Jonesboro 

• Advent Contract 

• Cameras & Biometric 
Scanners 

• Alarms 

• Data Center 



Draws 
• Draw Room 

– 10/16/11 – 1248 Cash 3 
Draws 

– RNGs, GLI, Liebert, Video of 
Draws, Key Stroke Log 

– Backup RNG @ ILot  

• Backup Draw w/ MUSL 

• Draw Managers 

• Games 
– Cash 3, Cash 4, Raffle, 

50/50 

• Audit Invoice 



Lottery Security Duties 
Security 
Director  

Lance Huey 

Liaison with 
ASP, Sheriffs & 
Police Chiefs 

Security 
SOP 

Legislative 
Audit 

Internal 
Audit 

Commission 

Legislator 

Deputy Director 
of Security  

Remmele Mazyck 

Security 
Specialist 

Angela Meredith 

Investigations 

Research 

Hotline 

Background Checks 

Fingerprint Cards 

Check with ASP 

Claims 
Confirmation on 
Winning Ticket 

Draw 
Trained 

Powerball 
On Call 

IT Security  
Tyler  Pate 

Fire Walls 

Data Center 

Previously Paid 

Ticket 
Reconstruct 

Draw 
Trained 

RNG Repair 
with MUSL 

Powerball 
On Call 

Weekly 
Report 
Review 

Server & 
Draw Room 

Security 

Security 
Analyst 

Lindsey Teague 

Hotline 

MSR/Retailer/Case 

Investigations 

Research 

Claims 
Confirmation on 
Winning Tickets 

Draw 
Trained 

Powerball 
On Call 

Security Support 
Specialist 

VACANT 

Hotline 

Mail-Check 
Log 

Test Tickets 

Claims 
Confirmation on 
Winning Tickets 

Draw 
Trained 

Powerball 
On Call 

MUSL 

GLI 
Advent 
Security 

Trouble 
Shooting 

Building 
Security 

BOS 

Security 
Matrix 

Draw 
Managers 

Gillis Ward & 
James Springer 

RNG 

Cash 3, Cash 4, 
Raffle, 50/50 

Powerball 
On Call 

Draw 
Room 

RNG 

Reconciliation 
of Audit 
Invoice 
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